










































































District provided laptops should have the official Antivirus software installed on them. If not

installed, please inform the ICT Office.

If connected to the District network, the antivirus signature file should be regularly updated. All
other District laptop User s should ensure that they are periodically connected onto the District

network for a sustained period of time to get the anti-virus updates.

It is desired that personal laptops not be connected to the District network. If it is total unavoidable

then you should:

Ensure that the laptop has antivirus software loaded on it

The signature file for the antivirus software is current

The laptop is scanned for viruses just before it is connected to the District networks.

E-mail Scanning in order to provide further protection for all District Users, the ICT Office has
implemented additional measures for electronic scanning of incoming and outgoing e-mal. All e-
mall attachments coming to the District will be electronically scanned for key words that are either
sexually explicit, or contain known phrases indicative of spam, hoaxes or viruses. Also, the
“subject” line in e-mail will be scanned for the same kind of key words. Any e-mail with words or
phrases matching the key word list be saved in a quarantine file and copy of the header information

will be sent to ICT office who will contact you regarding the rejected e-mail.

It is important to note that c-mail scanning is an electronic comparison a table of inappropriate
words and phrases. This clectronic scan will reduce offensive materials and make it much more

- difficult for purveyors of junk e-mail or viruses to interface with normal operations.

1.3 1I)’s and Passwords

Passwords provide front line protection for user accounts. A poorly chosen password may result
in the compromise of the District’s e.ntire"corporate network. The scope of this policy includes all
personnel, council, third parties, who have or are responsible for an account (or any form of access
that supports or requires a password ) on any system that resides at any District facility has access
to the District network or stores any district information. . As such, all are responsible for taking

the appropriate steps, as outlined below, to select and secure their passwords. Users are responsible



transactions made using their passwords. No user may access the computer systems using another

User’s password or account or portray oneself as another User.

In order to provide appropriate network security, this policy mandates that the District ICT Office
to utilize passwords, one that they not used before. Although Users have confidential passwords,
this should NOT be construed to mean that application data is the property of the User or that
network, internet or e-mail access is for personal confidential communications or that the
passwords is to protect the employee’s privacy. Users are expected to follow these guidelines

when choosing passwords.
Passwords shall remain confidential and should not be printed, stored online or given to others.

1. Passwords shall be changed every 90 days

2. Passwords shall be at least eight characters along
Passwords shall contain characters from at least two of the following three classes:

I.  Upper o lower case alphabetic characters
II.  Numeric characters

III.  Special characters such as %, &, $ etc.
Passwords should not contain your User name or any part of your name
Passwords must ot be inserted into ¢-mail message or any other form of communication
The password should not form a word found in a dictionary

The password shall not be a common usage word such as names of family, pets, friends, Co-

workers, fantasy characters ctc.

The passwords shall not be your birthday or other personal information such as address and phone

number

The password shall not be a computer term, name, command or site, company, hardware or

software name.

The password shall not be a word or number patter like aaabbb, query, 123123, cte.
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The passwords shall not be any of the above spelled backwards

Third-Party Access

A third-party is any individual from an outside source (contracted or otherwise) who requircs =
access to our information systems for the purpose of performing work. A third —party could consist
of, but is not limited to: software vendors, contractors, consultants, business partners, trainers and
auditors. The policy addresses access to the District network and to our information systems.
Contractors or third parties who violate this policy may have their contract revoked. Other legal

remedies, including criminal prosecution, may also be pursued if warranted.

8.5 Physical Security

Please follow the guidelines below to avoid security breaches:

Store notebooks and personal affects in a locked drawer, file cabinet, or take them away from desk

for extended periods of time, including overnight.

Lock file cabiﬂcts when away from desk for extended periods. Do not leave keys in their locks. 4.
Close applications, and turn off your monitor when you leave your desk.

Do not leave p;ortable media such as CDs or floppy disks in drives.

Flash disks can contain lots of confidential information, so do not leave them lying around.
Turn off your computer when you leave or extended periods.

Never write your passwords on a sticky note nor try to hide them anywhere in your office.
Remove printouts from printers before leaving the office.

Locking clips, padlocks shall be used to lock together all the hardware components in a specific

office to avoid movement of hardware components by officers from one office to another.
Modern Use Policy

The District has spent considerable money and efforts to secure the network. Communication via

modems is allowed only for certain officials and only to transact District business. It is the
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need for modem communications, prevent outside computer hackers and viruscs from destroying

computers data both on the network and on PC’s and to prevent unauthorized access into the

District computerized data file
1.6 Portable Memory

The use of USB flash drivers, small keychain —sized storage devices may be useful and practical
under certain circumstances, the unchecked usage of them could pose a data sccurity breach.

Therefore, usc of portable media at the District is discouraged and requires approval of ICT Office.

Most memory devices of this type are activated simply by plugging them into a USB port, which
almost every computer has. From a hardware standpoint, there is nothing to stop unwanted cyes
from viewing information on a found or stolen device. Usage of these devices may also cause
Users to not utilize the device’s native sccurity or backup features (if the device has any, which
most don’t) other drawbacks and negative aspects of portable memory devices such as USB flash

drives include, but not limited to, the following areas of concern:
1.7 Revocation of User Access Rights

Removal of a staffs access account shall be promptly done when an employee leaves employment

or is interdicted. The head of department or Unit must inform the ICT Office in time.

Laid-off or terminated employees have no right to the contents of their e-mail messages or data
stored in district systems, and should not be allowed access. Should an employee be suspended

from duty, the User’s access account will de-activate until the suspension has been revoked.
9.0 Software Acquisition and Upgrade

9.1 Software Development

" The LG Administrations have over the years been acquiring and developing software to support

various functions in an uncoordinated manner. There is therefore, need to achicve a defined

common methodology for both the development and acquisition of off- the —shelf software.
The following policy statements shall govern the software development process.

a) The ICT Office shall periodically define the methodology for:

1. Systems and software engineering for both in-house and outsourced development
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2. Acquisition of off —the-shelf software

3. Maintenance of existing software
b) All software shall undergo testing and quality assurance before installation in any
production environment and this shall ensure provision for:
I.  Information classification
II.  Usage of the least privilege principal
III.  Secgregation of roles
IV.  Audit trails :
¢) All software under this policy shall comply with the software Licensing and Cyber security
policies
d) All acquired software shall where necessary contain provision for technical support and
upgrades. 7
¢) All Department and Units shall where necessary make use of open source software.
f) All Departments and units undertaking the development or acquisition of any software

shall ensure compliance to this policy and plan for end user training.

9.2 Software Acquisition

All requests for new technology or the possible upgrading of current technology shall be made in
writing to the ICT office. All requests shall be accompanicd with confirmation of funding for
executing the request. The ICT Office shall do the necessary research on the requested technology.
All newly purchased technology shall be received, checked, recorded and installed by the ICT
Office. No technology shall be installed by any other employee’s contractors or any third parties
without the acknowledgment of the ICT Office.

"10.0 ICT Skills Capacity Development.

The ICT Office in conjunction with the Human Resource department shall provide guidelines for
the process of updating and enhancing User skills in order to keep abreast with rapid changes in
ICTs through continuous training. J

10.1 Telecommunication Services

Telecommunications services shall be provided to support the communication needs required for

smooth operations of the District. In this context, this will include unified communications services
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In order to achiecve the smooth running of the telecommunication services the ICT steering

committee shall support and promote the usage of unified communications service within the

district offices.

11.0 Internal Support

The internal ICT support shall:

10.

Design and implement the district wide telephony service and numbering plan to support
both intercom services and external calls interconnecting the district headquarters, county,
sub-county and parish offices.

Design and implement district wide Unified communications services to support new
communications channels integrated with e-mail, online mecting s, video confcrcncihg
workplace collaboration and seamless file sharing.

Ensure proper license usage for all unified communications components

Ensure manage and take up responsibility for all infrastructure required to provide a smooth
user experience as relates to communications services

Provide the required timely technical support through the IT service help desk for all
communications related downtime

Approve and provide technical assistance for any expansion of the communications
services within the district

Sct and periodically review communications services technical specifications (hardware,
consumable, software) as well as configuration and installation guidelines to ensure
uniformity for the service provision and compatibility with existing infrastructure
Undertake routine maintenance, upgrade and daily monitoring of communications service
usage

Manage and maintain Service Level Agreements (SLL.As) with all suppliers of the required
communications services, equipment and software

Provide technical guidance and authorization in the design and provision of any radio

communications services for the district administration

11.1 User Responsibilities

The Heads of departments and units shall:
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1. Ensure the appropriate protection of desk scts. The heads will account for any damaged or

stolen telephone desk sets

2. Acquire any telecommunications or communications service centrally through guidance
from the ICT Office.

3. Any configuration change, software upgrade or cabling change will only be undertaken by

authorized personnel from the ICT Office.

12.0 ICT procurement
Procurement of all ICT equipment and services shall be in conformity with the overall District
procurement of goods and services standard as aligned to public procurement and Disposal of

Public Asscts Act (PPDA).

In addition, the procurement shall comply with the guidelines and standards for acquisition of
Information Technology hardwarc and software for Government Ministries, Departments,
Agencies (MDAs) and local government (L.G) Administrations. These guidelines provide frame
work for procurement of ICT equipment and services with emphasis on standardization of ICT
assets, transparency, timely delivery, quality assurance, and value for money as well as

compatibility with cxisting infrastructure and services.

The following roles and responsibilitics shall govern the procurement of ICT equipment, software

and services within the District.

12.1 District Procurement and Disposal Unit (PDU)
The District PDU shall manage all procurement or disposal activities within the district in line with

" the PPDA (section 31&32)

12.2 User Departments
The User departments shall

1. Ensure conformity with the procurement policy as implemented by the procurement and
disposal Unit
2. Ensure conformity with approved technical guidelines and standards by the Government

of Uganda in the procurement of any ICT equipment, software or service.



12.3 The ICT Office Responsible

The office responsible for ICT shall provide technical support to all user departments as provided

for below:

v Provide technical assistance in the development of specifications for any ICT equipment,
software or service;

v" Provide technical assistance in identification of the user department ICT needs;

v Ensure and verify that supplied ICT equipment, software or services comply with the
approved ICT specifications, standards and guidelines;

v' Ensure that the installation and configuration of any procured ICT equipment, software or
service complies with the approved ICT specifications, standards and guidelines; _

v' Maintain an updated inventory of all ICT hardware and software indicating the life cycle

v' Provide support for bulk procurement of commonly used ICT equipment and software as

per the business needs.

12.4 Disposal of ICT equipment and software

The District Administration shall:

Define the life-cycle for each category of procured ICT equipment to determine the replacement

cycle;
Disposal of retired ICT equipment shall comply with the PPDA Act.

Software disposal will rely on the system support cycle of the software developer company.
13. Social Media Guidelines

Social media can be referred to websites and applications that enable users to create and share electronic
content or to participate in social networking after subscription. The following guidclines are intended to
guide and enhance the usage of social media by the district officials. Adherence to these guidelines will

. enhance the on line personal and professional reputations of the district staff.

1.4  Official District Social Media Accounts
1. Only the official district social media pages shall display the district logo, emblem and
symbols;
2. Only staff authorized by the District Administration shall be allowed to make postings on

the district official social media pages
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3. Any information shared across the official social media pages shall comply with the

district policies.
4. Any information shared across the official social media sites should not make reference
to any biased statements on matters such as politics, religion, race, gender, sexual

orientation, or statements that contain obscenities or vulgarities inter alia;

1.2 Personal social media accounts for staff

The district staff shall adhere to the following while running their personal social media sites v

Respect the laws relating to copyright and other intellectual property rights, defamation, privacy

and other applicable laws.

Not portray colleagues in an unfavorable light in respéct of matters including, but not restricted to

religion, gender, sexual, preference, nationality or disability;

Maintain adherence to the overall public service confidentiality and information non —disclosure

agreements;

Not make reference to any staff or client’s personal information

13.0 Policy Enforcement

The ICT Office has direct responsibility for maintaining and guiding implementation of policy.

District employees as well as district councilors who violate this policy may have their access

removed and may be subject to disciplinary action up to and possibly including termination.

-District employees as well as district councilors who violate this may have their access removed s

and may be subject to disciplinary action up to and possibly including germination.

In addition, contractors or other third parties who violate this policy may have their contract
revoked. Other legal remedies, including criminal prosecution may also be pursued if warranted
sanctions for inappropriate use of the district’s network resources or failure to comply with this

policy may include, but are not limited to, one or more of the following:

1. Temporary or permanent revocation of access to some or all computing and networking

resources and facilitics



2. Disciplinary action according-a-to applicable policies and regulations;

Legal action according to applicable legislation and contractual agreements. The rules and
guidelines require strict adherence. Failure to conform and comply with these rules and guidelines
will subject individuals to appropriate disciplinary action commensurate with the severity of the
infraction and may result in disciplinary actions up to and including termination as well as criminal

prosecution.

14.0 Monitoring and Evaluation
All ICT systems, as with all other assets are the property of the District. The District

administration, therefore reserves the right to monitor these systems to ensure compliance with
this policy. The monitoring of the ICT system activities shall be carried out in a manner that

respects the rights and legitimate interests of those concerned.

Users of the District’s ICT systems should be aware that their activities can be monitored and they
should not have any expectation of privacy. In order to maintain their privacy, users of the district’s
ICT resources should avoid storing information on these systems that they consider private. By
using the District’s ICT systems, users expressly consent to the monitoring of all their activities

within the District’s ICT systems.

During the implementation of this policy, the District Administration will ensure that there is
continuous monitoring and evaluation (M&E) of the policy for efficiency, accountability and
transparency. The M&E will be carried out by the ICT steering committec and other relevant

Government MDAs led by the Ministry of ICT and National Guidance.
The ICT steering Commiittee shall:

1. Develop appropriate strategies for M&E of this policy

. 2. Carry out annual evaluation on the implementation of the policy; and

3. Define short, medium and long-term interventions based on the outcomes of the M&E reports.

15.0 Policy Review

This policy will be regularly reviewed and amended after every three years to ensure it remains

relevant and effective in meeting the policy objectives. The responsibility for the ongoing review
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resides with the ICT Office .in conjunction with the District ICT stecring Committee. Any

proposals during intervening period should be submitted to the ICT Office. Any changes to this

policy shall be communicated to all users of the district’s ICT systems.

16.0 Glossary
Application: refers to software programs developed to execute certain specific tasks such as

Academic Records Information System, Financial Information System and like

Appropriate Use: refers to use that is consistent with the teaching, learning, research, District-
based consultancy, and administrative objectives of the District and with the District’s Guiding
Ethical principles. It includes incidental use by persons authorized to use District ICT facilitics

and scrvices

Authorized User: refers to any member of the district staff allowed to use the district’s ICT

facilities and services.

Attachments: Files created in other applications (such as Ms-word, MS-Excel) or pictures that

are transmitted via e-mail.

Back up: refers to procedures to replicate data such that the data can be used for recovery in the

event of a disaster.
Bandwidth: refers to the rate of data transfer in an electronic communication system.

Bring Your Own Device (BYOD): refers to the policy of permitting employees to bring
personally owned devices (laptops, tablets, and smart phones) to their workplace, and to use those

devices to access company information and applications.

Communication: refers to exchange of information and data between individuals and group

through electronic media

Electronic Information: refers to any information or recorded, either mechanically, magnetically,
or electronically, with the District ICT facilities and services, including data, messages, music,

computer software, films, video, etc.



E-Mail: An electronically transmitted message, along with attachments and any information

appended by the e-mail system.

E-Mail System: Computcf hardware and software system that allows computer/tablets/smart
phones Users to send, receive and store messages documents and files with other individuals or

groups of people over an internal network or the internet.

Encryption: A means of coding messages so they appear to be random characters. Encryption has
two benefits. First, it prevents disclosure of sensitive information to unauthorized third-parties.

Second encryption allows for verification of information sent.

Freeware/Open Source: Software that is offered at no cost, which is copyrighted so that one can’t

incorporate its programming into anything one may be developing.
Hacking: The unauthorized attempt or entry into any other computer system.
Hardware: refers to equipment and ICT component such as computer, printer and etc

ICT: refers to all information and communications technology hardwarc and software, data and
associated methodologics, infrastructures and devices that are owned, controlled or operated by

the District

ICT facilitics and services: Refers to any information resources provided by the District to assist
or support teaching, learning, research and administrative activitics. This includes, but is not
limited to, physical spaces designated for teaching, study or research, all digital and electronic
information storage, software and communication media devices, including, but not limited to,
telephone, mobile phones, wireless or computer networks, computer workstation equipment
including laptops, personal digital assistants, clectronic c-mail system, internet, intranet and
extranet. ICT facilities and services cover all types of ICT facilities owned or leased by the District,
" ICT services provided by the District and computer equipment owned or leased by Users which

are used to connect to the District networks and / or the Internet

Internct: A world wide web or computer network through which you can send a letter, chat to
people electronically or search for information on almost any subject you can think of. Quite

simply it is a “network of computer networks”
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Internet Browser: An application that displays web sites and other applications found on the

internet. Internet Explorer is an example of Internet Browser. This type of client software accesses
the World Wide Web and lets you drift from link to link without having to have a purposeful

search.

Risk: Those factors that could affect confidentiality, availability, and integrity of the District’s key
information assets and systems. The District is responsible for ensuring the integrity,
confidentiality, and availability of critical information and computing assets, while minimizing the

impact of security procedures and policies upon business productivity.

Shareware: software that is distributed free on “trial basis” with the understanding that the User
my need to pay for it later. Some software developers offer a shareware version of their program

with a built-in expiration date.

Software: Refers to computer programs used to execute specific tasks such as office automation

software, graphics software among others.

Third-Party: Any individual from an outside source (contracted or otherwise) who require access
to our information systems for the purpose of performing work. A third —party could consist of,

but is not limited to: software vendors, contractors, consultants, business partners, and trainers.

Users: Any individual who has access to our information systems for the purpose of performing

work. Users consist of, but are not limited to employees, councilors, third parties etc.

Virus: refers to a program or code inserted in a computer without the knowledge of the computer

owner and exccuting operations without the knowledge of the computer owner.

Website: refers to location connected to the Internct that maintains one or more World Wide Web
(www) pages for any entity such as District to enable users to access and store information about

the entity

World Wide Web (www): A hypertext-based distributed information system for linking

databases, servers, and pages of information available across the internet.
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